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CYBER SECURITY & FINANCIAL FRAUD
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BE SOCIAL
BUT NOT PERSONAL

Personal information should be kept private. Use
caution when sharing personal information on
social networking sites. The more information you
share, the easier it will be for someone to steal your
identity or gain access to your data.
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CONNECT WITH
THE RIGHT
PEOPLE

People Highlight

Make sure you’re connecting with the
right people or people you know. A person
may create a fake account for a variety of
reasons. If you have any doubts about the
authenticity of an account that claims to
belong to a friend, you should check with
that person for confirmation.
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PROTECT YOUR
DEVICES

Install an antivirus and ensure it is
frequently updated.

Password protect and ensure
encryption is enabled on devices.

Create strong passwords/
passphrases, or pins for device
logins.

Lock or sign out of your device if
you are stepping away from it.
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BE
PASSWORD
SMART

everyone@2024 [ Use hard-to-guess passwords.
N = b & e 8-10 characters, the longer the
better, using a combination
of uppercase letters, lowercase
letters, numbers and special
characters.

Use a passphrase, which is an
easier-to-remember password
that is longer, made up of four
or more random words and
therefore stronger.

Don’t use personal information as
passwords such as your name,
family names, date of birth or
phone numbers.
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INTERNET SCAMS

Con artists reach millions of victims via the internet. They lie to try and
convince you to either send them money or your banking information.
With the internet, fraudsters can operate anonymously from anywhere
in the world, making them hard to catch. Once you’ve given your
money to an online scam artist, it’s likely gone for good. Double check
any information or suspicious emails you receive.
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&\ AFFINITY FRAUD
s o Be wary of persons within your social groups
(religious, ethnic, cultural and professional

OO% Q groups) trying to convince you to participate

> in a fraudulent investment scheme — one that
is not registered, seems too good to be true
and requires immediate contributions.

These con artists will sell to a few prominent
members of the community and then pitch

but NO! the scam to the rest of the group by using

the names of those previously sold.

This scam often goes unreported — victims
include: minority groups and the elderly.

] 2 3 4 5 6 7
8 Q 10 11 12 13 14
Lieracy bey
15 16 17 18 19 20 21
22 23 24 25 26 27 28
Republic Day
29 30

www.ttsec.org.tt



PONZI AND
PYRAMID SCHEMES

A Ponzi scheme is a fraudulent scheme in which an operator pays money to early contributors
of the scheme, based on money received from new contributors. There is no real investment.

A Pyramid scheme is a fraudulent scheme in which new members are recruited with promises
of payment tied to their ability to recruit future members in the scheme. The only people sure to

make money are the promoters of the fraudulent scheme.

REMEMBER! Any scheme that requires new investors to pay existing investors is a FRAUD!
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HOW TO COMPLAIN

AND REPORT A SCAM

Investors, need to submit a complaint?

() Submit a complaint about your
investment, investment adviser, broker-
dealer or the company holding your
investment.

Complete an online complaint form on
the TTSEC’s corporate website at
www.ttsec.org.tt

Need to report an investment scam?

° Download the TTSEC’s ‘Investor
Protection Mobile Application’
available on both Apple and Google
Play stores and report a Scam or tip
anonymously to the TTSEC.

AVAILABLE NOW

SCAN THE QR CODES BELOW
TO DOWNLOAD NOW!

Reaching You wherever You are
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TRINIDAD AND TOBAGO SECURITIES AND EXCHANGE COMMISSION

Levels 22-23, Tower D, International Waterfront Centre, 1 Wrightson Road, Port of Spain 101605, Trinidad, W..
Phone: (868) 624-2991 | Fax: (868) 624-2995 | Corporate Website: www.ttsec.org.tt
Investor Education Website: www.investucatett.com | Inve$torQuest TT 2.0: https://www.investorquest-tt.com/
Download our TTSEC Investor Protection App
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